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[bookmark: _bookmark0]Company Information
UGT was established in 1997. Today the company is one of the leading system integrators and providers of solutions in the field of information and communication technology. UGT is focused on providing services for corporate clients and the government sector.
The core business of UGT is the implementation, deployment, and support of solutions that are based on information and communication technology products and services.
Since 2011 UGT entered the IT consulting and audit market with dedicated and highly skilled experts, who have working experience with international companies. During the last 10 years, consulting and audit projects were done in Information Security, IT governance, IT Service Management, IT Service Continuity, etc.
UGT cares about its reputation and is proud of the professionalism, customer care, and provision of high-quality products and services to our customers.
Our success has been achieved through the knowledge and experience of professional managers and technical staff.
· UGT is certified according to ISO/IEC 27001:2022 information security management, ISO/IEC 27017:2015 cloud service security, ISO/IEC 27018:2019 personal data protection and ISO/IEC 20000-1:2018 IT service management standards.
· UGT holds a certificate issued by the Data Governance Agency authorizing to conduct an information security audit and penetration test for organizations classified as Critical Information System Subjects.
· UGT has security clearance to access classified information.
· UGT is committed to the highest ethics, confidentiality, and integrity in a dynamic environment for both customers, authorities, and the community.
· Our staff has held complex security and ICT projects requiring the highest clearances in the government of Georgia, defense, Georgian ministries, financial sector, and diplomatic communities.
Our Advantages
· Good knowledge of local companies, their culture, and ethics.
The most critical aspect of the process of adoption of best practices is to align them with the organization’s unique culture and values. UGT brings extensive experience working with commercial and governmental organizations in Georgia, coupled with deep knowledge of international standards and best practices. Additionally, UGT’s local experts and consultants have significant experience working with global companies that operate subsidiaries across multiple countries and face similar challenges, ensuring practical and relevant solutions. This combination positions UGT as the ideal partner to understand and support your organization.
· Recommendations aligned with risk and business objectives.
Every company has many different factors that can influence the impact of and priority of security issues. We customize assessments and remediation priorities following the company’s business goals and objectives.


[bookmark: _bookmark1]Project Scope
A penetration test will be performed within the defined scope.

	#
	Name of Service

	
1
	External IP addresses
- 11 IP addresses

	2
	WiFi Network

	3
	IP Cameras

	
4
	Internal Infrastructure (Windows Active Directory, Database servers, Web servers and APIs, Internal DNS, DHCP, other internal infrastructure components).
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1. Penetration testing process consists of the following:
1.1. Research and description
1.2. Evaluation network and identify services
1.3. Obtaining passwords
1.4. Manual testing / OWASP Methodology
1.5. Access control
1.6. Authentication
1.7. Session management
1.8. Error handling
1.9. Data protection
2. The testing process will be conducted in alignment with internationally recognized methodologies and standards, including but not limited to:
2.1. Penetration Testing Execution Standard (PTES)
2.2. OWASP Web Security Testing Guide (WSTG) and OWASP Application Security Verification Standard (ASVS) for web and API testing
2.3. OSSTMM v3 (Open-Source Security Testing Methodology Manual)
2.4. NIST SP 800-115 (replaces SP 800-42) Technical Guide to Information Security Testing and Assessment
2.5. PCI Security Standards Council — Penetration Testing Guidance / PCI Information Supplement (for cardholder data environments)
2.6. FedRAMP Penetration Test Guidance v2.0 (for cloud services subject to FedRAMP or NIST SP 800-53 controls)
2.7. Information Systems Security Assessment Framework (ISSAF)
2.8. BSI Penetration Testing Model and WASC Threat Classification v2.0
3. Penetration testing will be performed using the testing approach requested by the Client —
Black Box, Grey Box or White Box.



4. Identified weaknesses will be assessed according to CVSS 4.0.
5. The first phase of penetration testing - Information Gathering will be performed using automatic scanning tools to find vulnerabilities, while the other remaining phases will be performed with manual method (manual testing). Full testing consists of the following stages:
5.1. Information Gathering
5.2. Threat Modeling
5.3. Vulnerability Analysis
5.4. Exploitation
5.5. Post Exploitation
5.6. Reporting
6. Rules of Engagement & safety
A Rules of Engagement (RoE) will be agreed before every phase (or each system) of testing and will include: testing windows, permitted and prohibited actions, data handling and sanitization processes, emergency kill-switch procedure, escalation contacts, and confirmation of backups/restore points. All testing will be performed with explicit written authorization.
7. Individual scripts and following tools will be used in the penetration testing process:

	7.1.
	BurpSuite;
	7.9.	Wapiti;

	7.2.
	Acunetix
	7.10. Dirb;

	7.3.
	Gophish
	7.11. nmap;

	7.4.
	Arachni;
	7.12. nikto;

	7.5.
	SQLMap;
	7.13. Metasploit;

	7.6.
	W3af;
	7.14. SSL Scan;

	7.7.
	wp-scan;
	7.15. etc

	7.8.
	ZAP;
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Our team is fully equipped to fulfill the following deliverable expectations:
1. Penetration Testing Plan & Kick-off Meeting
We will provide a comprehensive test plan prior to the start of the engagement, detailing the methodologies (manual and automated), and project timelines. A formal kick-off meeting will be held to align objectives and scope.
2. Notification on critical findings
Any critical or high-risk vulnerabilities identified during the testing process will be communicated immediately to ensure timely awareness and potential mitigation.
3. Final Penetration Testing Report
Our final report will include:
· Executive Summary tailored for senior management
· Testing Methodology, distinguishing between manual and automated techniques
· Summary of Findings, including classification, count, and industry benchmarking
· Detailed Technical Findings with CVSS v4.0 scoring
· Attack Scenarios & Proof of Exploitation, demonstrating real-world impact
· Remediation Recommendations based on best practices
4. Re-Test Report
Upon remediation of identified vulnerabilities, we will conduct a re-test confirming the resolution status of each issue.
[bookmark: _bookmark4]Penetration Testing Team
	Giorgi Managadze

	Role
	Penetration Tester

	
Certification
	Certified Red Team Professional (CRTP) Certified AppSec Practitioner (CAP)
HTB Certified Penetration Testing Specialist (CPTS)

	Konstantine Shalamberidze

	Role
	Penetration Tester

	Certification
	Offensive Security Certified Professional (OSCP)
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	#
	Name of Service
	Duration

	1
	Penetration Testing
	10 November to 30 November 2025

	2
	Final report preparation
	1 December to 5 December 2025

	3
	Re-test
	Until 1st of April 2026
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	#
	Service
	Cost (including VAT)

	1
	Penetration Test / Re-test
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	Customer
	Service
	Period

	FINCA Impact Finance (Banks and MFOs across 15 countries)
	Penetration testing of information technology infrastructure, mobile applications, web applications, APIs
	
2023/2024/2025

	RICO Credit
	Penetration testing of web applications
	2025

	
Oppa
	Penetration testing of information technology infrastructure, mobile applications, web applications, APIs, Cash-in Machine, WiFi Network.
	

	CPay
	Penetration testing of APIs
	2025

	RSM Georgia
	Penetration testing of information technology infrastructure and web applications
	2024

	SmartFin Georgia (Optio AI)
	Application Testing
	2024

	TBC Insurance
	Penetration testing of information technology infrastructure, and applications
	2023/2024

	TBC pay
	Penetration testing of information technology infrastructure, web applications and APIs
	2023/2025

	Halik Bank
	Penetration testing of information technology infrastructure, and applications
	2023

	Basis Bank
	Penetration testing of information technology infrastructure and web applications
	2023

	SOCAR Energy Georgia
	Penetration testing of information technology infrastructure and web and mobile applications
	2022/2024/2025

	Poti New Port
	Penetration testing of information technology infrastructure and web applications
	2022

	CreditInfo
	Penetration testing of information technology infrastructure, web applications, mobile applications, APIs
	2020 - 2024

	Public Service Development Agency
	Penetration testing of PKI infrastructure and information technology infrastructure components
	2020

	Tera Bank
	Penetration testing of all information systems
	2020

	Halyk Bank
	Penetration testing of all information systems
	2019/2020

	Procredit Bank
	Penetration testing of all information systems
	2019/2020

	Tera Bank
	Penetration testing of terabot
	2019

	MY.ge
	Penetration testing of web-services / On-site Penetration testing
	2019

	State Inspector Service
	Penetration	testing	of	information	technology infrastructure
	2018

	Halyk Bank
	Internet banking and mobile banking penetration testing
	2017

	Procredit Bank
	Penetration	testing	of	information	technology infrastructure
	2016
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